Abstract
Introduction
Bearing in mind the category of persons that might have the status of the controller of personal data (this can be any individual, legal entity, public authority, agency or other body that, jointly or individually determines the objectives and manners of personal data protection in compliance with the laws and secondary legislation of this area and is responsible for implementing the obligations defined by law), the administered data can be classified as per the sector their controllers operate in, by dividing them in private sector controllers and public sector controllers. One of the main controllers is precisely the public administration. The later, composes the organizational and professional apparatus, excluding institutions falling out of the scope of the law on the organization and functioning of the state administration (Law no. 90/2012) , that serves the public interest, impartially, implementing the legislation in power through performing public services, and drafting and implementing the general state policies. The public institutions represent the system of bodies and mechanisms that mediate and manage the lively activities of any individual in the society, which collect and process personal data at central or local level as a need related to complying with public interests or exercising the powers of such bodies. Thus, the public administration bodies keep different records which, partially or fully, have to do with citizens' personal data (e.g. data on persons born, married, dead, records on tax obligations etc.). Considering this expansion, the protection of citizens' personal data as a guaranteed constitutional right, constitutes an important issue in the framework of the daily activity of a vast number of public sector bodies.
In handling the relationship created between any data controller, specifically the public one, and the subject of data, it is inevitable to determine criteria which are primarily related to the quantitative criteria and the material power to process data. Thus, personal information corresponding to any individual's expectations is guaranteed, and the authority and public image of state institutions as guardians of lawfulness in terms of private life and civil rights protection is created. Our country applies rules that are formalized in important domestic and international acts and documents building on the experiences of the developed countries of Europe. The administration of personal information by public bodies is any action or group of actions made on personal data, through automatic means or otherwise, starting from the gathering of personal data and continuing with all legal forms provided for their processing registering, organization, maintenance, adaption or change, return, consulting, use, transmission, distribution or availability, extension or combination, photographing, mirroring, entry, completion, selection, blocking, annihilation or destruction. These data are collected mainly from the data subject in the form of the obligations set forth by the administration to fulfill the responsibilities of these bodies as well as a prerequisite for obtaining the services desired by citizens. Given the sensitivity of this activity for every individual, in every country rules are set to define the extent of the obligations of the individual and the conditions in which they are collected to be processed, for certain duration and with previously defined goals. For this reason, this process is guided by the principles that establish the framework of lawfulness of the activity of the public administration in the event of processing personal data to implement the legislation in this area. Also, as noted in their systematic interpretation, it is understandable that these general rules affect the most sensitive aspects of the legal nature itself of these relationships.
The due process of personal data processing for each individual is based on the legality of the purpose of processing; in the collection for specific, clearly defined, and legitimate purposes, and in the processing in accordance with these purposes; in the adequacy of the data, which should be within the scope of the processing and do not beyond that purpose; the accuracy of the data, and when necessary their update; undertaking reasonable actions to delete or correct inaccurate or incomplete data, related to the purpose for which they were collected or are further processed; in maintaining them in such a form that allows the identification of data subjects for specific period of time, but no more than what is necessary for the purpose for which they were collected or further processed. And to conclude with the importance of these principles, the Law no. 9887, dated 10.03.2008, as amended by Law no. 48/2012 "On the protection of personal data" sets through binding provisions that the controller is responsible for the implementation of these requirements in all data processing, be it automatically or by other means.
In any event, the analysis of the relationship that exists between any subject whose data are processed by each public institution for various reasons and interests remain in the focus of the treatment of two important aspects.
Firstly,this relates to the nature of the personal data itself and of the information obtained from them, which constitutes one of the dimensions of the life of every individual (Bennett, C.J. Raab, C.D, 2003) . Hence, these data and the rights related to them constitute one of the fundamental human rights, such as privacy. In anyone's objective to have their personal space intact, naturally arises the claim to consider the information about the private life of the man as intact or inaccessible especially by public entities (Halpern, S. W, 1988) . Based on definitions of the European Court of Justice ( Leander v. Swede, 1987 , Kopp v. Switzerland,1998 Amann v. Switzerland, 2000) the processing of personal data from certain categories of controllers who follow and implement public interest, guaranteeing the rights of individuals is protected by proportional balancing of the interests of the different entities involved.This balance principally relies on the principle of complete protection of personal data even if the purpose of processing personal data by public controllers is related to a legitimate interest. What constitutes a key element in such a collision of rights, is the requirement for the individual's personal interest not to prevail (Henkin, L, 1974) . As noted, it requires a careful evaluation of hypotheses, which relates not only with the prevailing of the public interest, but also with the level of violating the privacy of the individual through data processing. In this regard we find room to bring to attention a special category of subjects in society, such as children, whose data processing for the sake of their legal positions in certain ages is not specifically addressed by the Albanian legislation. However data processing for children with the consent of their legal representatives requires a more specific protection.
The second aspect relates to the legitimate interest of any institution to process personal data and requirements that must exist to prevent or stop the violation of personal data. In this regard, in the following part of the paper we intend to analyze what the obligations of public institutions are in any case of data processing and the rights of subjects on their data. Undoubtedly, through these mechanisms it is aimed at attention and double protection of data, but as will be seen from the analysis, there are social,political and legal factors that influence in the form of essential gaps and/or abuses in this regard.
Research Methodology
This is a theoretical research, based on data achieved by studying legal provision and international court decisions. In order give a full picture of legal data protection many laws, books and scientific articles were studied, concerning to the issue.
Official access to personal data
The legal bond arising between the authorities of the state administration on the one hand and on the other hand citizens, with the scope of processing personal data reflects all the characteristics of the relationships with a public character, in all hypotheses of their existence. In these relationships, public institutions operate as vested with rights and duties, which certainly put them in an unequal position compared to data subjects (Hixson, R. F, 1987) . From the content of these relations, namely through the organization and functioning of state bodies we benefit the realization of different interests of society. As a result, they mediate and manage the social activity of each individual making necessary accessing personal data for the purpose of exercising the powers defined by law. In this regard personal information becomes a prerequisite for the fulfillment of their specific obligations in all aspects of public governance.
Such are the services received from the activity of public administration bodies at the request of citizens or organizations to give reports, issuing certificates, sketches, drawings or other documents or conducting relevant activities for the recognition, exercise or performance of certain rights and obligations. Given the correlation that exists between personal data and information received from them, we can say that information is the subject of any administrative service. The rights and obligations of public institutions on personal information collected constitute an objective factor in the realization of the rights or obligations of the private entities, data subjects. A special place in these processes is dedicated to the mechanisms provided for the protection of personal data by public controllers and reserved rights to data subjects to ensure their double protection.
Based on the law no. 9887, dated 10.03.2008, as amended by Law no. 48/2012 "On the protection of personal data" and the secondary legislation adopted by the Commissioner for Personal Data Protection, which is an independent authority in this area, it is provided for the principles of data protection in public administration and issues that should be considered before collecting and processing data. In view of data protection, the controller -the public authority -must apply the principles to be applied in each case of data processing provided for in Article 5 of the law concerning the legitimacy of special processing processes, data proportionality between data gathering and processing and the final goal, the principle of good will. All the aforementioned principles emphasize the establishment of requirements which minimally relate to defining the processing purpose and the content of data files to be administered by them. In this way the development of administrative processes in conformity with modern trends is enabled.
The right of public authorities to operate over personal data is regulated in such a way that boundaries or definitions of the conduct of these authorities towards accessible information and results of their activity are set. In substance, their activity concerning data processing intends to comply with certain obligations which influence the establishment of an area of action, security, or lawfulness, in favor of economic and social progress, effectiveness of the public administration and guaranteeing citizens' personal freedoms in society.
As a logical continuation of the above, it is worth emphasizing the importance to be given to the appropriate level of personal data for their processing and consequently to the performance of duties that state institutions perform in the public interest or for their functioning. Any processing of personal data is a violation to privacy and therefore this violation should be carefully limited as much as possible. For this reason, the controller has no right to process data except for the data that is definitely necessary to be processed for the performance of his duties. Given the somewhat subjective dimension related to the extent of the need to process data, the legislator's intentions regarding the content of the principle of proportionality or adequacy must be clarified. Based on the analysis made, the bylaws of the Commissioner for Personal Data Protection (Instruction no. 37, 2013) reflect a generalist definition of such requirement or lack of doctrinal treatments to refer to. In the literal interpretation of the legal provision on the adequacy of the data and on avoiding exceeding the scope of processing, we note the existence of a direct connection of two criteria: the purpose of processing and the amount of data needed to fulfill this purpose. Overall, the implementation of this principle is exhausted in an insufficient level of security. Based on the European Convention no. 108, dated January 28, 1981 "On the protection of individuals with regard to automatic processing of personal data", in chapter II, the principle of adequacy is ranked among the fundamental principles of the protection of personal data. According to Article 5, letter "c" of the Convention 108, the object of the automatic processing should be adequate, relevant and not excessive in relation to the purpose for which personal data was stored.
Also, based on the spirit of Directive 95/46/EC of the European Parliament and Council of 24 October 1995 on the protection of individuals from the automatic processing of personal data and on the cross-border movement of this data provides for the obligation of Member States to ensure that data should be adequate, relevant, and not excessive in relation to the purposes for which they were stored.
So, the principle of adequacy is closely linked to the principle of specification of the purpose (the principle of limited scope). It should be underlined that the definition of the scope and assessing the adequacy of personal data should be made no later than the moment of collection of such data. The controller is responsible for all automatic or by other means processing of data, which become the subject of administrative proceedings only if and as far as the purposes set by the public institution cannot be achieved without processing information including personal data. The principle of adequacy guarantees the data subject that the controller saves the data file, using only the minimum necessary data (only the data necessary to achieve the purpose intended). In such cases, the level of interference in personal life is minimal. On the other hand the definition of the purposes of data collection should be adequate, relevant and specifically limited.
On the other hand the existence of a legitimate public interest in the right of public institutions to access data associated with a natural person who is identified or can be identified, directly or indirectly, by an identification number of one or more specific signs, should ensure effective governance, national security, public order, fighting crime or preventing abuse of power by individuals vested with public power etc. According to the sector model of personal data processing (Daniel J, Chris, J. H , 2006), the specific legislation determines the obligation of individuals to provide personal data and the right of public authorities to enter into those data justifying access especially given the interest in the proper performance of the administration's duties, thus contributing to satisfy personal interests of individuals in the areas of education, health, social policy, security etc. Any public controller is obliged to protect the information collected in the performance of his duties, and inform the fulfillment of the requirements laid before him. In this respect not only the data collected and processed, but also the facts and circumstances arising from the process of their mental processing, again represents personal information, subject to the right to privacy.
Data security
Security is not just about physical measures, but also has to do with the organization of work in such a way as to minimize risk and personal details are kept safe and not misused or corrupted in any way. Based on Decision No. 6, dated 08.05.2013 "On establishing detailed rules for the provision of personal data", binding rules are set for implementation by public and private controllers. According to this Decision, the controller is obliged to define the categories of personal and sensitive data being processed, to determine levels of access to data in accordance with the job profile, in view of the data processing and protection, implement policies regarding privacy and observe all technical rules, which in any institution should be included in the regulations of institutions for the protection, processing, storage and security of personal data. From the study made in the main institutions of the administration such regulations are lacking. It is to be appreciated the initiative of the authority for data protection, who supports public institutions with standard regulations in this regard.
In the case of cooperation with processors, the controller must choose a processor that has such professional skills to meet contractual obligations related to the implementation of technical and organizational security measures. Safety improvement requires the use of technical equipment, which could help to improve safety. While personal data protection intends to protect the personality, data security intends to protect the information, in other words to guarantee, confidentiality, availability; and integrity.
Law no. 9131, dated 09.08.2003 "On the Rules of Ethics in Public Administration" provides in Article 16 for rules regarding the use of information. The provision provides for the obligation of public administration employees even after leaving office, to not use for personal interests confidential information obtained in the performance of the duty. In analogy to the above provision, we may assume that the obligation of public administration employees to maintain confidentiality of the data they control will be extended during the exercise of administrative functions. Maintaining the integrity and availability was emphasized in explaining the principles of data processing by public controllers, although these guarantees are provided only by the law on protection of personal data and not on the legal basis of the functioning of public administration.
Every institution of public administration, inter alia, keeps personnel files for its employees, which constitute a special category of data considering the data subjects (personal and professional data of civil servants). The latter, are encountered both as data subjects and controllers within the institution where they engage. However, in this regard data protection is realized with the same security measures, and therefore data will be used in accordance with the special law. We deem it worthy that for meeting the required standards of security of the information developed by public controllers, the latter must meet their goals with the lowest level possible of personal data or if possible to avoid the collection of this category of information and considering, in any administrative process, alternatives that do not require personal data.
Data subject's rights
The personal data protection can be analyzed on two levels: firstly, in terms of the active dimension of its implementation and in its passive dimension. The active side of the protection of personal data and information obtained from them is regarded as a right to informational self-determination or the frame of information on private life. This right is based on the presumption that personal data have as their titular only the data subject, from which is derived the right to decide for themselves on any disclosure or distribution of data for any purpose. In this way, data can be collected and processed with the consent of the data subject, who at the same time exercises the right to control in the event of data processing, by being informed first on the time, on the controller and on the purpose of the processing. The passive dimension of data protection is related to the conditions highlighted in the legislation on the collection and processing of data by the controller, thus forming an actual system of guarantees related to the purpose of data processing (see above).
Essentially, the personal data protection represents a subjective right of the category of absolute rights, which vests with obligations any other subject from the category of data controllers to refrain from any abuse with data while processing them and prohibition of their processing when necessary. Data processing by public administration institutions is also subjected to these prohibitions, although any data collection is carried out on the basis of procedures which shall not contravene the general principles mentioned above. Any data gathering by the public authorities should be guided by the real need for fulfillment of their legal duties. Therefore these bodies are obliged to destroy the data when the need for them no longer exists, except when there is a deadline for archiving data specified in a legal act. Meanwhile, if a public administration body systematically collects data, it is obliged to communicate to subjects involved the elements, the purpose of processing data, the legal basis for processing, categories of data recipients, data categories and data recipients. Rights assigned to data subjects to exercise control over their data ensure protection at every stage of processing.
The right to access
This means on the one hand, that the data subject has been able to predict that their data will be collected data and that in turn data processing will be done with his knowledge or consent. Based on Article 12 of the Law every person has the right, upon written request, to obtain from the controller confirmation if their personal data are being processed or not, information on the purpose of processing, the categories of data processed and on the recipients and categories of recipients to whom personal data are being disclosed; require in a comprehensible form, personal data and information available on their source and in the cases of automated decisions, under Article 14 of this Law, has the right to request information about the logic involved in the decision. Based on Chapter IV of the Law he has the right to request free information on the data in question, to seek, if necessary, that they be corrected or deleted. Access to information and legislation on data protection are closely linked to the content of the information and it is important that these are treated as cases of limitations when access to information with personal character violates important interests or classified information. The only limitations related to the right to access provided by article 12 of the law are the cases of harming the:
i. National security interests; ii.
Foreign policy; iii.
State's economic and financial interests; iv.
Criminal offences prevention and prosecution. If the right of access is restricted, these bodies are obliged to inform the applicant of the reasoned decision, in writing, within 30 days. The right to information constitutes the only means for the subject involved, to seek his rights in the area of data protection, thus this right cannot be unlimited, except when absolutely necessary. It is considered a misapplication of this principle when the subject is not acknowledged or has been incorrectly informed about the purpose and type of processing or, is not acknowledged or has been incorrectly informed about the purpose and type of processing.
The law does not define specifically how access is rendered. One possible way is that the data subject be given a copy of the data. Another way is that the data subject be given the possibility to see the data etc. However, it should be made clear that the use of the form is not mandatory and that access can be given in any form set out in the request made. In cases where data collection not from the subject, but by other public body who has access and processes these data, it becomes even more important to implement the standard for informing the subject, who differently not only will not be able to exercise control over their data, but at the same time there will be no opportunity to review the lawfulness of the processing or challenge the processing reasons. We consider that being informed on data processing in the body where they are collected should be extended to any case of transfer of data in other controllers.
Thus, the public controller who collects personal data from another public controller informs the data subject except when the latter is not available or data is collected for the purposes of scientific research and statistics. The law does not provide for deadlines within which, the subject must be informed and the form of providing information. This legal gap could be fixed in cases of completing the package of secondary legislation in public institutions with regard to data protection (see above) and to emphasize the need for training and awareness of public administration on the importance and legal prohibitions in administering personal data to fulfill their responsibilities. When it comes to processing of sensitive data, processing should be carried out with the knowledge of the data subject, unless otherwise provided by law.
To complete the means made available to the data control and protection from their own subject, the legislation provides for the right of objection. Article 15 of the Law provides for this right in cases where data is:
collected exactly under the focus of this paper for the performance of a legal task of public interest or in the exercise of powers of the controller or a third party to whom the data are disclosed; collected for pursuing legitimate interests of the controller or a third party to whom the data are disclosed, except for when these interests prevail on the interests for the protection of the data subject's rights and fundamental freedoms; as well as collected for purposes of direct trading; With this legal mechanism, the data subject asks the controller to not start or, if it has started, to stop processing personal data relating to them. If the requests are justified, controllers must take the necessary actions and inform the individual whether or not an action was taken. If the controller does not fulfill the request of the individual, then he is entitled to exercise their right to appeal.
The right to data deletion
This right is linked to the protection of data after data processing for specified purposes and needs of institutions, which should delete or archive data when no longer needed. The right of the individual is exercised to seek correction or deletion of data when acknowledged that data about them are not just and true, are incomplete or are processed and collected in violation of the provisions of the law. The request can be made in writing or orally by a note of the data controller. This request of the individual should be reviewed by the controller and if he is convinced that the claimant is right he shall correct or delete incorrect data.
Pursuant to article 19 of the law, the legislator has concluded the regulation of the right to delete personal data when it appears necessary, not only in the context of the exercise of the right, but more importantly in the obligations the public controller must specifically meet. During the processing of personal data of data subjects, the controller is obliged to perform self-correction or deletion of personal data, when he notes that data are irregular, incorrect, incomplete, or have been processed contrary to the provisions of the law on personal data protection. Not only that, but the legislator has guaranteed that even when the data subject finds that his data is processed illegally, are false or have been processed in violation of the law, he has the right to demand the controller to correct or delete incorrect data. The controller, in conformity with the legal obligation, is obliged to inform the data subject for the performance or nonperformance of the correction or deletion, within 30 days. In addition to that, in certain cases the controller shall also inform the recipient of personal data for correction or deletion of personal data transmitted before the correction or deletion. The data recipient in this case could be the processor that has a contract with the controller or any other controller data transmitted to according to the law.
Given the importance of processing incorrect, incomplete data or data processed contrary to the law, we consider that the deadline specified for the controller to answer should be shorter. Experiences of legislation of this field in the region provide for deadlines such as those provided by the Albanian legislator or shorter.
Any person who proves a legitimate interest may request the competent authority to ascertain the illegal character of a data processing, to stop unlawful processing of data, to request the correction, blocking or deletion of data; or to be informed on the data that include them.
Under the current administrative practice, not only the entities involved may submit such claims, but also third parties in certain circumstances in accordance with the Civil Procedures Code.
Conclusions
The issue of personal data protection by public controllers -public administration institutions -is part of the core activities of their activity and the fulfillment of public policy objectives, both in the interests of individuals and in the public interest. In any event, the respect of lawfulness and the approach of limited processing should be the only philosophy when operating with this category of information.
In concluding this paper, we ultimately reach to the following conclusions:
1. The need for a secondary legislation framework for data protection in cases of data collection and processing by public administration institutions. This will enable the determination of specific rules for guaranteeing this subjective right regarding the nature of work and powers of the institution; 2. Minimization of data processed by public administration institutions by assessing the need for processing on the basis of the principle of adequacy and its strict implementation. The activity of public administration authorities is considered specific in the administration of data and personal information. Therefore it is considered as more than necessary to establish clear criteria that help even setting a balance between public and private interest. 3. Increased emphasis on the responsibility of the state to prevent infringements that result in violations of personal data and privacy. It considered as more than necessary to establish specific standards for ensuring data security. In the case of public controllers there is a need to define better the individual responsibilities of persons who collect and process data within the institutions and to provide for procedures for their treatment on the importance and legal restrictions in cases of data administration.
